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 Chapter No:03 
  Social Media Overview and Security 

Introduction:  
   1. Introduction to Social Networks: The Digital Social Fabric 

 Fundamental Definition: A social network is a digitally mediated social structure 
made up of a set of social actors (e.g., individuals, organizations), sets of dyadic ties, 
and other social interactions between these actors. It is a platform for building and 
maintaining relationships. 

 Core Components: 
1. Profile: A digital representation of a user, containing personal information, 

photos, and other content. 
2. Connections: The formal listing of other users one interacts with (Friends, 

Followers, Connections). 
3. Feed: A constantly updating stream of content generated by a user's 

connections and the platforms themselves. 
4. Interactivity: Tools to engage with content (Likes, Comments, Shares, 

Retweets). 
 The Shift in Communication: Social networks have transformed communication 

from a one-to-one (email, phone) or one-to-many (TV, radio) model to a many-to-
many model, enabling mass collaboration and dialogue. 

2. Types of Social Media: A Taxonomic Breakdown 
Social media is not a single entity but a spectrum of platform types, each with distinct 
purposes, cultures, and technical architectures. 
Type of social 
media 

Primary Purpose Key Examples Characteristics 

Social 
Networking 

Connect with 
people you know 
(friends, family) 
and build a 
personal network. 

Facebook, 
LinkedIn 

Profile-centric, bidirectional 
friendships, strong privacy 
controls for personal life (FB) or 
professional life (LI). 

Microblogging Share short, 
frequent updates, 
thoughts, and 
news with a broad 
audience. 

Twitter/X, 
Tumblr 

Asymmetric following (followers 
don't need to follow back), 
character-limited posts, real-time 
information flow, use of hashtags 
for discovery. 

Media Sharing Discover, share, 
and discuss visual 
content: photos, 
videos, live 
streams. 

Instagram, 
YouTube, 
TikTok, 
Snapchat 

Content-centric, algorithm-
driven discovery, high emphasis 
on aesthetics and virality, 
powerful influencer marketing 
ecosystems. 

Discussion 
Forums 

Facilitate in-depth 
discussions on 
niche topics 
through user-
generated threads. 

Reddit, Quora, 
Discord 

Community-moderated, topic-
based subdivisions (subreddits, 
servers), reputation systems 
(karma, upvotes), often 
anonymous or pseudonymous. 
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Blogging & 
Publishing 

Create and 
distribute long-
form written 
content. 

WordPress, 
Medium, 
Substack 

Author-driven, focus on depth 
and expertise, tools for building 
an audience and monetization 
(subscriptions). 

Interest-Based 
Networks 

Connect around 
specific hobbies, 
interests, or tasks. 

Pinterest, 
Goodreads, 
Yelp 

Focus on curation (e.g., 
pinboards, book lists), user-
generated reviews and 
recommendations, visual 
discovery. 

3. Social Media Platforms: Ecosystems and Economies 
 Platform as a Business Model: These are not just websites; they are complex 

ecosystems where the users are both the product and the consumer. 
o The "Product": User attention and data are sold to advertisers. 
o The "Consumer": Users consume content and interactions. 

 Algorithmic Curation: Platforms use sophisticated algorithms to decide what 
content appears in a user's feed. These algorithms prioritize engagement (likes, 
comments, time spent), which can often promote controversial or emotionally 
charged content. 

 Network Effects: The value of a platform increases exponentially as more people 
use it. This creates a winner-takes-most market, leading to the dominance of a few 
key players. 

4. Social Media Monitoring: The Pulse of Public Opinion 
 Definition: The active process of tracking, analysing, and responding to 

conversations about a specific brand, industry, person, or topic across social media 
channels. 

 How it Works: Uses specialized software to scrape public social data based on 
keywords, hashtags, and @mentions. 

 Key Applications: 
o Brand Health: Track sentiment (positive, negative, neutral) around a brand. 
o Crisis Management: Identify and respond to PR crises in real-time. 
o Competitive Analysis: Monitor competitors' campaigns and public 

perception. 
o Customer Service: Identify and resolve customer complaints publicly and 

swiftly. 
o Trendspotting: Identify emerging trends and influencers in a market. 

 Tools Spectrum: Ranges from free (Google Alerts, Twitter Advanced Search) to 
enterprise-level (Brand watch, Sprout Social, Meltwater). 

5. Hashtag (#): The Organizing Principle of Social Discovery 
 Origin: Popularized by Twitter, now ubiquitous across most platforms. 
 Technical Function: A form of metadata tag that groups together all content 

containing the same hashtag, creating a discoverable, searchable feed. 
 Strategic Uses: 

o Events: #CES2024 for the Consumer Electronics Show. 
o Movements: #MeToo, #BlackLivesMatter for social activism. 
o Brand Campaigns: #ShareACoke by Coca-Cola for user-generated content. 



 

                                                                               KLE Society’s Commerce Degree College Nipani 
                                                                                Mr. Shivakumar Bagewadi Lecturer in Commerce  
                                                                                                                     Visit us: www.klecdcnpn.in 

Chapter No:03 Social Media Overview and Security 
 

3 

o Humour & Context: #MondayMotivation, #Fail. 
 Best Practices: Be specific, keep it simple, research to avoid hijacking inappropriate 

tags. 
6. Viral Content: The Anatomy of a Digital Epidemic 

 Definition: Any piece of media that achieves widespread circulation through rapid 
sharing via the internet. 

 Why Content Goes Viral: 
o High-Arousal Emotions: Content that evokes awe, amusement, anger, or 

anxiety is shared more. 
o Practical Value: "Life hack" videos, useful tutorials. 
o Social Currency: Sharing something that makes the sharer look smart, funny, 

or in-the-know. 
o Storytelling: Narratives that are relatable or surprising. 
o Network Structure: Sharing by influencers with large followings can provide 

the initial spark. 
 The Double-Edged Sword: Virality can be positive (fundraising for a cause) or 

negative (the rapid spread of misinformation, public shaming). 
7. Social Media Marketing: Building Brands in the Feed 

 A Core Business Function: An essential component of the modern marketing mix. 
 Key Strategies: 

o Organic Marketing: Building a following and engaging an audience through 
non-paid content. Relies on consistency, value, and community engagement. 

o Paid Advertising (Social Ads): Highly targeted ads based on demographics, 
interests, behaviour’s, and custom audiences. Formats include image ads, 
video ads, carousel ads, and sponsored messages. 

o Influencer Marketing: Partnering with individuals who have a dedicated 
social following to promote products or services. Ranges from mega-celebrities 
to micro-influencers in specific niches. 

o Content Marketing: Creating and sharing valuable free content to attract and 
convert prospects into customers. (e.g., a company blog shared on LinkedIn). 

8. Social Media Privacy: The Illusion of Control 
 The Privacy Paradox: Users state they are concerned about privacy but often act in 

ways that contradict this concern (e.g., oversharing). 
 What is Collected? Platforms collect a staggering amount of data: 

o Profile Data: Name, age, location, bio. 
o Posted Content: All photos, videos, status updates, and comments. 
o Network Data: Who you are connected to and how you interact with them. 
o Behavioural Data: Every click, like, share, time spent on a post, and device 

information. 
o Off-Platform Data: Data from tracking pixels and "Share" buttons on third-

party websites. 
 Data Usage: This data is used for: 

o Ad Targeting: Showing you highly relevant ads. 
o Algorithm Training: Making the feed more engaging. 
o Product Development: Building new features. 
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o Data Brokerage: Sometimes sold to or shared with third-party data brokers. 
9. Challenges, Opportunities, and Pitfalls 

 Opportunities: 
o Global Connectivity: Break down geographical barriers for communication 

and community building. 
o Democratization of Information: Anyone can publish and access a vast array 

of information. 
o Economic Opportunity: New careers (influencers, social media managers, 

digital marketers) and platforms for small businesses to reach customers. 
o Mobilization & Activism: Powerful tool for organizing social and political 

movements (#ArabSpring). 
 Challenges & Pitfalls: 

o Misinformation & Disinformation: The rapid, unchecked spread of false 
information, which can have real-world consequences (e.g., vaccine hesitancy, 
election interference). 

o Echo Chambers & Polarization: Algorithms can create feedback loops 
where users are only exposed to opinions that reinforce their existing beliefs, 
reducing societal empathy and increasing division. 

o Cyberbullying & Online Harassment: Provides a platform for anonymous 
and targeted abuse, with severe impacts on mental health, particularly for 
young people. 

o Addiction & Mental Health: Designed to be addictive through variable 
rewards (pull-to-refresh, notifications). Linked to increased anxiety, 
depression, loneliness, and poor body image (especially from curated 
"highlight reels"). 

o Digital Footprint & Reputation: Content posted in youth can have long-
term consequences for future employment and opportunities. 

10. Security Issues Related to Social Media 
 Phishing & Scams: 

o Fake Giveaways: "Click here to claim your free iPhone!" 
o Fake Job Offers: Scammers impersonate recruiters to steal personal data. 
o Impersonation of Friends: Hacked accounts sending malicious links to their 

friend list. 
 Malware Distribution: Links that lead to websites that automatically download 

malware (malvertising) or trick users into downloading infected files disguised as 
photos or videos. 

 Identity Theft: Oversharing of personal details (full birthdate, mother's maiden 
name, pet names) provides answers to common security questions for other online 
accounts. 

 Social Engineering: A broad category of attacks that manipulate human psychology. 
Social media is a goldmine for research. An attacker can learn: 

o Who to impersonate: (e.g., "Hi mom, my phone broke, I need you to send 
me a code...") 

o What you're interested in: (e.g., crafting a targeted phishing email about a 
topic you follow). 
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o When you're on vacation: (indicating your house is empty). 
 Location Tracking & Doxxing: Geotagged posts can reveal a user's real-time 

location or home address. Doxxing is the malicious act of publicly revealing 
previously private personal information. 

11. Flagging and Reporting of Inappropriate Content 
 A Citizen-Moderation System: Platforms rely on users to identify violating 

content. 
 Process: 

1. User clicks "Report" on a post, comment, or profile. 
2. User selects a reason from a list (e.g., hate speech, harassment, spam, nudity). 
3. The report is sent to the platform's content moderation team (a mix of AI and 

human reviewers). 
4. The moderator reviews against the platform's Community Guidelines. 
5. Outcome: The content is either removed or left up. The reporter may receive 

a generic update. 
 Challenges: Inconsistency in moderation, scale (millions of reports daily), and the 

subjective nature of hate speech and misinformation. 
12. Laws Regarding Posting of Inappropriate Content (Indian Context) 

 Posting certain content is a criminal offense under Indian law. Key legislations: 
 The Information Technology Act, 2000: 

o Sec. 66C: Identity theft. Punishment for fraudulently using another person's 
password or digital signature. 

o Sec. 66D: Cheating by personation using computer resource. Punishment for 
impersonating someone online to defraud. 

o Sec. 66E: Punishment for violation of privacy. Capturing, publishing, or 
transmitting a person's image in a private act without consent. 

o Sec. 67: Punishment for publishing or transmitting obscene material in 
electronic form. 

o Sec. 67A: Punishment for publishing or transmitting material containing 
sexually explicit act. 

o Sec. 67B: Punishment for publishing or transmitting material depicting 
children in sexually explicit act. (Very strict provisions). 

 Indian Penal Code (IPC), 1860: Many sections apply to online acts. 
o Sec. 499/500: Defamation. Publishing any statement that harms the 

reputation of a person. 
o Sec. 503/506: Criminal intimidation. Threatening someone with injury to 

their person, reputation, or property. 
o Sec. 354A/D: Sexual harassment and voyeurism. 
o Sec. 292: Sale, etc., of obscene books, etc. (applies to digital content). 

 Enforcement: Complaints can be filed with local police or directly with cybercrime 
cells. 

13. Best Practices for the Use of Social Media 
 Privacy & Security Hygiene: 

1. Audit Privacy Settings: Do this every 6 month. Limit past post visibility, 
control who can friend/follow you, and restrict data sharing with third-party 
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apps. 
2. Strong, Unique Passwords: Use a password manager. Enable Two-Factor 

Authentication (2FA) on every account without exception. 
3. Review Tags: Set profiles to require approval before others can tag you in 

photos or posts. 
 Content & Behaviour Strategy: 

4. Think Before You Post (The Grandmother Test): Would you be comfortable 
if your future employer, parents, or grandmother saw this? Assume nothing is truly 
private online. 
5. Minimize Oversharing: Avoid posting full birthdates, home addresses, vacation 
plans in real-time, financial information, or other sensitive Personal Identifiable 
Information (PII). 
6. Be a Critical Consumer: Verify information from multiple reliable sources before 
believing or sharing it. Beware of emotional headlines and manipulated media 
(deepfakes). 
7. Curate Your Network: It's okay to decline connection requests from people you 
don't know. Regularly review your follower list. 
8. Log Out from Shared Devices: Never stay logged in on a public or shared 
computer. 

 Proactive Protection: 
9. Be Wary of Quizzes and Games: "Which Disney character are you?" often 
harvests your data for profiling. 
10. Separate Personal and Professional: Consider using different platforms or 
different privacy levels for different audiences (e.g., LinkedIn for professional, 
locked-down Instagram for close friends). 

14. Case Studies (Detailed Analysis) 
 Case Study 1: Cambridge Analytica & Data Misuse 

o What Happened? A third-party quiz app ("this is your digital life") harvested 
data from ~87 million Facebook users and their friends without explicit 
consent. This data was sold to Cambridge Analytica, which used it to build 
psychological profiles for highly targeted political advertising in the 2016 US 
elections. 

o Key Issues: Informed consent, data portability, third-party app security, 
platform responsibility. 

o Outcome: Massive global scrutiny of Facebook, leading to lawsuits, fines 
(~$5bn by the FTC), and increased regulatory focus (e.g., GDPR). 

 Case Study 2: The Role of Social Media in Misinformation (COVID-19) 
o What Happened? During the pandemic, social media was a vector for 

"infodemics" – false claims about virus origins, fake cures (drinking bleach), 
and anti-vaccine conspiracy theories. 

o Key Issues: Algorithmic amplification of engaging but false content, the 
challenge of moderating health misinformation at scale, real-world harm. 

o Platform Responses: Platforms introduced labels for "misleading 
information," directed users to authoritative health sources (WHO), and 
demonetized or removed harmful content. 
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 Case Study 3: Cyberbullying and Its Consequences 
o What Happened? Numerous high-profile cases where individuals, 

particularly adolescents, have been subjected to relentless online harassment, 
trolling, and public shaming, sometimes leading to self-harm and suicide. 

o Key Issues: Anonymity enabling toxic behaviour, the psychological impact of 
public shaming, the difficulty for victims to escape the harassment, inadequate 
response from platforms and authorities. 

o Legal Outcome: Increased push for cyberbullying laws and better 
enforcement of existing laws against criminal intimidation and harassment. 

 
 


