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Introduction:

Definition of E-Commerce

E-Commerce (Electronic Commerce)is a comprehensive term that encompasses the entire
spectrum of online business activities for products and services. It is not merely the act of
buying and selling online but includes a wider range of business processes such as:

o Marketing: Online advertising, search engine optimization (SEO), email campaigns,
and social media marketing,

o Servicing: Pre-sales inquiries, post-sales support, and customer service via digital
channels.

o Collaboration: Business-to-business interactions, partnerships, and joint ventures
facilitated online.

o Transactions: The electronic exchange of value, which is the core of e-commerce,
facilitated by digital payment systems.

The Organisation for Economic Co-operation and Development (OECD) defines e-commerce as
the sale or purchase of goods or services, conducted over computer networks by methods
specifically designed for the purpose of receiving or placing of orders.

Key Characteristics:

o Ubiquity: It is available everywhere, all the time. The traditional concept of a
"marketplace” is transformed into a "marketspace.”

o Global Reach: The potential market size is roughly the entire online population of the
world.

o Universal Standards: Technical standards for the internet are shared globally, making
it easier for businesses to reach a global audience.

« Richness: The ability to deliver rich multimedia content (video, audio, text) to support
the product and brand.

o Interactivity: The technology allows for two-way communication between the
merchant and the consumer.

o Information Density: The total amount and quality of information available to all
market participants is vastly increased.

o Personalization/Customization: Technology allows for messages and offerings to be
tailored to specific individuals or groups.

Types of E-Commerce Models:

« Business-to-Consumer (B2C): Businesses selling products or services directly to end
consumers. Example: Amazon, Flipkart.

+ Business-to-Business (B2B): Businesses selling to other businesses. This often involves
bulk orders, contracts, and specialized pricing. Example: IndiaMART, Alibaba.

+ Consumer-to-Consumer (C2C): Consumers selling directly to other consumers, often
facilitated by a third-party platform. Example: OLX, eBay.

o Consumer-to-Business (C2B): Individuals selling products or services to
businesses. Example: A freelance photographer selling stock photos to a media
company, influencer marketing.
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+ Business-to-Government (B2G): Businesses selling goods and services to government
agencies via digital portals. Example: GeM (Government e-Marketplace) in India.

« Mobile Commerce (M-Commerce): E-commerce transactions conducted specifically
via smartphones and tablets using apps or mobile-optimized websites.

2. Main Components of E-Commerce
A successful e-commerce ecosystem is built upon several critical, interconnected components:

1. The Buyer/Consumer: The end-user who browses the catalog, makes purchasing
decisions, and completes the transaction. Understanding consumer behavior is
paramount.

2. The Seller/Merchant: The individual or business offering products or services. This
includes manufacturers, retailers, and distributors who have adopted an online channel.

3. The E-Commerce Platform/Website: The digital storefront. This can be:

o A custom-built website.

o A hosted solution using platforms like Shopify, BigCommerce, or
WooCommerce (for WordPress).

o A presence on a online marketplace like Amazon or eBay.

4. The Product Catalog & Inventory Management System: The digital representation of
all products for sale, including descriptions, images, prices, specifications, and real-time
stock levels. This system must sync with warehouse data to prevent overselling.

5. The Shopping Cart & Checkout System: The software that allows users to select
products, review their choices, and proceed to purchase. A streamlined, user-friendly
checkout process is critical to reducing cart abandonment.

6. The Payment Gateway: The core technology that authorizes and processes credit card,
debit card, and other digital payments. It acts as an intermediary between the
merchant's website and the acquiring bank. Examples: Razorpay, CCAvenue, Stripe,
PayPal,

7. The Banking and Financial Infrastructure: This includes:

o Acquiring Bank (Acquirer): The merchant's bank that receives payment
requests from the gateway and routes them through the card networks.

o Issuing Bank (Issuer): The customer's bank that issued their credit/debit card.
It authorizes or declines the transaction based on available funds/fraud checks.

o Card Networks: Visa, Mastercard, RuPay, American Express. They set the rules
and facilitate the transaction flow between acquirer and issuer.

8. The Logistics & Fulfillment Network: The physical infrastructure for delivering the
product to the customer. This includes:

o In-house shipping departments.

o Third-Party Logistics (3PL) providers like Delhivery, FedEx, DHL, and
Amazon Logistics.

o Shipment tracking systems.

9. The Customer Relationship Management (CRM) System: Software used to manage
interactions with current and potential customers. It stores customer data, purchase
history, and support tickets, enabling personalized marketing and service.

10. The Digital Marketing Engine: The strategies and tools used to attract visitors to the
e-commerce site. This includes:
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o Search Engine Optimization (SEO)
o Pay-Per-Click (PPC) Advertising (e.g., Google Ads)
o Social Media Marketing (SMM)
o Email Marketing
o Content Marketing
11. The Legal and Regulatory Framework: Compliance with laws related to privacy (IT
Act, 2000), consumer protection, taxation (GST), data security (PCI DSS), and terms

of service.

3. Elements of E-Commerce Security (The Extended CIA Triad)
Security is the bedrock of trust in e-commerce. The foundational principles are often expanded
from the classic CIA triad to include several other crucial elements.

1. Confidentiality: Ensuring that sensitive information (credit card numbers, personal
details, passwords) is kept private and secret from unauthorized access. This is
primarily achieved through encryption (e.g,, SSL/TLS certificates that enable
HTTPS).

2. Integrity: Guaranteeing that data transmitted or stored is accurate, complete, and has
not been altered in an unauthorized or undetected manner. Techniques
like cryptographic hashing and digital signatures are used to verify integrity.

3. Availability: Ensuring that the e-commerce website, its services, and its data are
accessible and operational to authorized users whenever they need them. This involves
protecting against attacks like Denial-of-Service (DoS/DDoS) and having robust
disaster recovery plans.

4. Authentication: The process of verifying the identity of a user, system, or entity. It
answers the question: "Are you who you claim to be?” Methods include:

o Passwords/PINs

o One-Time Passwords (OTP) sent via SMS/email

o Biometrics (fingerprint, facial recognition)

o Multi-Factor Authentication (MFA), which requires two or more
authentication factors.

5. Authorization: The process of determining what permissions an authenticated user
has—what actions they are allowed to perform and what resources they can access. For
example, a logged-in user may be authorized to view their order history but not another
user's.

6. Non-Repudiation: Providing undeniable proof of the origin and delivery of a message
or transaction. It prevents a party from denying having sent or received a message or
completed a transaction. This is achieved through digital signatures and transaction
logs that serve as legal evidence.

7. Privacy: Closely related to confidentiality, it is the right of individuals to control how
their personal information is collected, used, and shared. Regulations like the General
Data Protection Regulation (GDPR) and India's upcoming Digital Personal Data
Protection Act, 2023 enforce this element.

8. Auditability: The ability to keep a secure and accurate record of all events and actions
taken on a system. Logs of user logins, transactions, and admin changes are crucial for
detecting security breaches, troubleshooting issues, and performing forensic analysis.
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4. E-Commerce Threats
E-commerce platforms are prime targets for cybercriminals due to the valuable financial and
personal data they handle.

o  Malware (Malicious Software):

o Trojans: Disguised as legitimate software, they create backdoors for attackers.

o Spyware: Secretly monitors user activity to steal credentials and financial data.

o Ransomware: Encrypts a system's data and demands a ransom for decryption,
crippling business operations.

o Phishing and its Variants:

o Phishing: Fraudulent emails pretending to be from reputable companies to trick
individuals into revealing personal information.

o Spear Phishing: Highly targeted phishing attacks aimed at specific individuals or
organizations.

o Smishing: Phishing conducted via SMS text messages.
Vishing: Phishing conducted via voice calls.

. SQL Injection (SQLi): An attack where malicious SQL code is inserted into a web
application's input field (e.g.,, login box, search bar) to manipulate the backend database.
This can allow attackers to view, modify, or delete database contents, including
customer information.

o Cross-Site Scripting (XSS): An attack where malicious scripts are injected into
otherwise benign and trusted websites. When a user visits the infected page, the script
executes in their browser, allowing the attacker to steal cookies, session tokens, or other
sensitive information.

o Cross-Site Request Forgery (CSRF): An attack that tricks an authenticated user into
executing unwanted actions on a web application. For example, forcing them to change
their email address or transfer funds without their knowledge.

o Distributed Denial-of-Service (DDoS) Attack: An attack where multiple
compromised computer systems flood the target website's server with traffic,
overwhelming its resources and making it unavailable to legitimate users. This can cause
significant financial loss and reputational damage.

e Credit Card Fraud: The unauthorized use of a credit or debit card to make fraudulent
purchases. This can involve using physically stolen cards, card-not-present (CNP)
fraud using skimmed card details, or using details obtained from data breaches.

o Session Hijacking: The exploitation of a valid computer session to gain unauthorized
access to information or services. An attacker steals a user's session cookie to
impersonate them on the website.

o Man-in-the-Middle (MitM) Attack: An attack where a perpetrator secretly intercepts
and relays messages between two parties who believe they are communicating directly
with each other. This can happen on unsecured public Wi-Fi networks.

» E-Skimming (Magecart Attacks): A sophisticated attack where hackers inject malicious
code into the payment page of an e-commerce website to skim credit card details as they
are entered by customers. This code is often stealthily inserted via compromised third-
party scripts.

o Insider Threats: Security risks that originate from within the organization, such as
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from current or former employees, contractors, or partners. This could be malicious
intent or accidental negligence.

5. E-Commerce Security Best Practices

A multi-layered security approach is essential to protect an e-commerce business and its
customers.

For E-Commerce Businesses:

o Adopt HTTPS with SSL/TLS Certificates: Encrypt all data transmitted between the
user's browser and your server. This is non-negotiable and also a Google ranking factor.

o Maintain PCI DSS Compliance: Strictly adhere to the Payment Card Industry Data
Security Standard. This includes not storing sensitive authentication data (like full
magnetic stripe data, CV'V2) after authorization, even if encrypted.

o Implement a Web Application Firewall (WAF): A WAF filters, monitors, and blocks
malicious HTTP traffic to and from a web application, protecting against threats like
SQLi, XSS, and CSRF.

o Use Secure Coding Practices: Developers should be trained to write secure code. This
includes:

o Input Validation: Sanitizing all user inputs to prevent injection attacks.

o Parameterized Queries: Using prepared statements for database access to
prevent SQLi.

o Output Encoding: Ensuring data rendered in the browser is safe to prevent XSS.

o Keep Software Updated: Regularly patch and update all software, including the
Content Management System (CMS), plugins, themes, server operating system, and
any third-party integrations. Vulnerabilities in outdated software are a primary attack
vector.

« Enforce Strong Authentication:

o Require strong, complex passwords for all user and admin accounts.
o Implement Multi-Factor Authentication (MFA) for administrative access to the
website backend and for customer accounts if possible.

o Conduct Regular Security Audits and Penetration Testing: Hire ethical hackers to
proactively find and fix vulnerabilities in your system before malicious actors can exploit
them.

o Secure File Uploads: If your site allows file uploads, treat them with extreme caution.
Restrict allowed file types, scan all uploads for malware, and store them outside the
webroot.

o Maintain Regular, Secure Backups: Implement an automated backup strategy. Backups
should be frequent, encrypted, and stored in an off-site location. Test restoration
procedures regularly.

o Have a Clear Privacy Policy and Terms of Service: Be transparent about how you
collect, use, and protect customer data.

For Consumers:

o Shop only on reputable websites with HTTPS (look for the padlock icon in the address
bar).

o Use strong, unique passwords for each shopping site.

e Enable MFA where available.
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« Be wary of deals that seem "too good to be true.”

o Never click on suspicious links in emails or messages.

o Monitor bank and credit card statements regularly for unauthorized transactions.

o Use a credit card instead of a debit card for online purchases, as they often offer better
fraud protection.

6. Advantages of E-Commerce
Advantages for Businesses:

« Global Marketplace: Operate 24/7/365 without geographical constraints, accessing a
global customer base.

o Lower Operating Costs: Eliminates or reduces expenses associated with physical
storefronts, such as rent, utilities, and in-store staff.

o Reduced Overhead: Automation of processes like order processing, inventory
management, and invoicing reduces manual labor and errors.

o Personalization and Data-Driven Insights: Track customer behavior, preferences, and
purchase history to offer personalized recommendations and targeted marketing
campaigns.

o Scalability: It is generally easier and cheaper to scale an online business (by upgrading
servers) than to open new physical locations.

o Improved Customer Insights: Direct access to vast amounts of data on customer
demographics, browsing patterns, and buying habits.

o Niche Market Reach: The internet allows businesses to profitably target very specific,
niche audiences that would be unviable in a physical setting.

Advantages for Consumers:

+ Convenience: Shop from anywhere, at any time, without the need to travel or adhere to
store hours,

o  Wider Selection: Access to a vastly larger inventory of products from around the world,
compared to local brick-and-mortar stores.

+ Easy Price and Product Comparison: Quickly compare prices, features, and reviews
across multiple vendors using price comparison websites and search engines.

o Access to Reviews and Ratings: Make informed decisions based on the experiences and
feedback of other customers.

o Lower Prices: Often, online prices are lower due to reduced overhead costs for
businesses and intense competition.

o Discreet Purchases: Ability to purchase sensitive or personal items discreetly.

Disadvantages (For Context):

« For Businesses: Intense competition, security risks, inability for customers to physically
touch/try products, and dependency on technology and logistics.

o For Consumers: Inability to physically inspect products before purchase, risk of fraud,
shipping delays, and costs associated with returns.

7. Survey of Popular E-Commerce Sites
o Amazon:

o Model: B2C (Marketplace + Direct Retail)

o Overview: The global e-commerce titan. Started as an online bookstore and
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expanded into virtually every product category. Its key strengths are its massive
product selection, sophisticated recommendation engine, and its Prime
membership program which offers fast, free shipping and media content. Its
fulfillment network (FBA - Fulfillment by Amazon) is a major asset.

o Flipkart:

o Model: B2C (Marketplace)

o Overview: A dominant player in the Indian market, acquired by Walmart.
Initially focused on books and electronics, it now sells a wide range of products
including fashion (through Myntra, which it owns), groceries, and more. Known
for its big billion days sales and strong logistics network.

o Model: C2C / B2C (Auction & Fixed-Price Marketplace)

o Overview: A pioneer that popularized the online auction model. While it still
supports auctions, a significant portion of its sales are now fixed-price "Buy It
Now" items. It operates as a vast marketplace where individuals and businesses
can sell new and used goods.

o Alibaba.com:

o Model: B2B

o Overview: A Chinese platform that connects international buyers primarily with
manufacturers and wholesalers in China and Asia. It is not a place for single-item
purchases but for bulk ordering and sourcing. Its sister site, AliExpress, is a B2C
platform for smaller quantities.

o Myntra:

o Model: B2C (Fashion & Lifestyle)

o Overview: India’s leading online destination for fashion and lifestyle products.
Acquired by Flipkart, it offers a wide range of clothing, footwear, and accessories
from numerous national and international brands. Known for its strong app-
only focus for several years (now has a website again) and frequent sales.

» Zomato & Swiggy:

o Model: C2B (Food Tech / Delivery Platform)

o Overview: These platforms act as intermediaries between consumers and
restaurants. They provide a vast catalog of dining options, user reviews, and a
reliable delivery fleet. Their business has expanded to include grocery delivery
(Blinkit by Zomato, Instamart by Swiggy) and subscription models for free
delivery.

o Nykaa:

o Model: B2C (Beauty & Wellness)

o Overview: A standout success story in the Indian e-commerce space, focusing
exclusively on beauty, wellness, and personal care products. It sells both luxury
and mass-market brands and has built a strong reputation through its authentic
content, reviews, and tutorials. It has successfully expanded into fashion (Nykaa

Fashion).

8. Introduction to Digital Payments
Digital payments, or electronic payments (e-payments), refer to transactions where both the payer
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and payee use digital modes to send and receive money. It is the transfer of value from one
payment account to another where both the payer and the payee use a digital device such as a
mobile phone, computer, or card, and a digital channel like the internet, mobile wireless, or
payment codes.

This shift from physical cash and checks to digital money is driven by factors like the proliferation
of smartphones, increased internet penetration, government initiatives (Digital India), and the
demand for convenience and speed.

9. Components of Digital Payment and Stakeholders
The digital payment ecosystem involves several entities working in concert:
Components:

1. Payer: The entity (individual or business) initiating the payment.

2. Payee: The entity (individual or business) receiving the payment.

3. Payment Instrument: The method chosen to make the payment (e.g., Credit Card,
UPI, Wallet).

4, Payer’s Financial Institution (Issuer Bank): The bank that holds the payer's account
and issues their payment instrument (card, etc.). It is responsible for debiting the payer's
account.

5. Payee’s Financial Institution (Acquirer Bank/Merchant Bank): The bank that holds
the payee's account. It receives the payment instruction and is responsible for crediting
the payee's account.

6. Payment Gateway: A technology service provider that securely captures and transmits
payment data from the merchant's website to the acquiring bank and card networks. It
is the digital point-of-sale (POS) terminal. Examples: Razorpay, BillDesk, CCAvenue.

7. Payment Processor: A company (often the same as the gateway) that handles the
transaction process, routing data between the gateway, acquirer, and card networks.
They manage settlement and funding,

8. Payment Networks / Switch: The infrastructure that facilitates the transaction
between different banks. They set the rules and standards.

o For Cards: Visa, Mastercard, RuPay, American Express.
o For Real-Time Payments: National Payments Corporation of India (NPCI)
which operates UPI, IMPS, NACH, etc.
Stakeholders:

o Retail Customers: Make payments for goods and services.

o Merchants: Accept payments for their goods and services.

o Banks (Issuer and Acquirer): Provide the underlying accounts and infrastructure.

o Payment Service Providers (PSPs): Offer gateway, processing, and other technology
services (e.g., Razorpay, PayPal).

o Card Networks: Provide the brand and network for card-based payments.

« Government: Creates the regulatory environment and promotes digital adoption.

» Regulator (Reserve Bank of India - RBI): The central bank that oversees the entire
payment and settlement system, ensures its stability, and protects consumer interests.

10. Modes of Digital Payments
1. Banking Cards (Credit, Debit, Prepaid)
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e Mechanism: Plastic or virtual cards with embedded microchips or magnetic strips that
store cardholder data.

o Process: At a Point-of-Sale (POS) terminal or online, card details are entered. The
request is routed through the payment gateway, acquirer bank, card network, and
finally to the issuer bank for authorization.

o Key Features: Widely accepted globally, secure (with PIN and OTP), offers rewards
and fraud protection.

2. Unified Payments Interface (UPI)

o Mechanism: A real-time payment system developed by NPCI that allows instant inter-
bank transactions.

o How it Works: It uses a single identifier called a Virtual Payment Address (VPA) (e.g.,
name@bankname) to send/receive money without needing bank account details or
IFSC codes for each transaction.

o Process: A user links their bank account to a UPI app (e.g., PhonePe, Google Pay,
BHIM). To pay, they enter the payee's VPA, amount, and approve the transaction with
a UPI PIN.

o Key Features: Instant 24/7 transfers, extremely user-friendly, supports both P2P and
P2M payments, and allows for scanning QR codes.

3. e-Wallets (Mobile Wallets)

o Mechanism: Pre-paid instruments that store money in a digital wallet. Users load
money from their bank account/card into the wallet and then use the wallet balance to
make payments.

o Types:

o Closed Wallets: Issued by a merchant for purchasing goods and services only
from that merchant (e.g,, Amazon Pay Balance, Flipkart Wallet). Usually non-
refundable.

o Semi-Closed Wallets: Can be used to pay at multiple identified merchants and
locations but cannot be used for cash withdrawal or redemption (e.g., Paytm
Wallet, MobiKwik).

o Open Wallets: Can be used for all purposes a semi-closed wallet can be used for,
plus they allow cash withdrawal at ATMs and banks. Only banks can issue these.

o Key Features: Faster checkout as bank details aren't shared every time, useful for small
transactions, and often offer cashback and discounts.

4, Unstructured Supplementary Service Data (USSD)

o Mechanism: A session-based service that allows mobile banking transactions without a
smartphone or internet connection.

o How it Works: Users dial *99# on their basic feature phone. This triggers a menu-
based interface on the screen, allowing them to perform banking tasks like sending
money, checking balance, and generating a missed call, all by following the prompts.

o Key Features: Financial inclusion tool for the ~400 million Indians without internet-
enabled phones. Works on all GSM mobile phones.

5. Aadhaar Enabled Payment System (AePS)

e Mechanism: A bank-led model that allows online financial transactions at Micro-
ATM:s (PoS devices) using the Aadhaar number and biometric authentication.

o How it Works: A customer provides their Aadhaar number and fingerprint/iris scan
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at a Micro-ATM operated by a Business Correspondent (BC). The transaction is
authenticated by the UIDAI database, and the bank processes it.

o Services Offered: Cash deposit, cash withdrawal, balance inquiry, fund transfers.

o Key Features: Promotes financial inclusion; no need for a card, phone, or PIN—just
Aadhaar and biometrics.

Other Important Modes:

o National Electronic Funds Transfer (NEFT): A nationwide system for one-to-one
funds transfer. Transactions are processed in half-hourly batches. Available 24x7.

« Real Time Gross Settlement (RTGS): Used for large-value transactions (minimum 32
lakhs). Settlement of funds happens in real-time and on a gross (individual) basis.

o Immediate Payment Service (IMPS): Offers instant, 24x7 interbank electronic funds
transfer. Can be done using mobile numbers, MMIDs (Mobile Money Identifiers), or
account numbers and IFSC codes.

11. Digital Payments Related Common Frauds and Preventive Measures
Common Frauds:

1. Phishing/Smishing: Fake emails/SMS pretending to be from banks, UPI apps, or e-
commerce sites. They contain links to fraudulent websites that steal login credentials,
UPI PINs, and card details.

2. Vishing: Fraudsters call posing as bank officials or customer support. They trick victims
into revealing OTPs, CV'V, or installing remote access apps (like AnyDesk) under the
pretext of " resolving an issue.”

3. SIM Swap Fraud: The fraudster tricks the mobile operator into deactivating the
victim's SIM and issuing a new one on their phone. They then receive all OTPs,
bypassing the victim's security.

4. Fake UPI Handles & QR Codes: Creating fake UPI IDs that look similar to legitimate
ones (e.g., amazon-pay@fakebank instead of amazonpay@okaxis) or pasting their own
QR code over a merchant's legitimate one.

5. Fake Apps: Creating malicious clones of popular banking or wallet apps on unofficial
app stores to steal user credentials.

6. Social Engineering: Manipulating people into breaking normal security procedures. For
example, convincing someone to make a payment to "unlock their account” or "claim a
prize.”

7. OTP Forwarding Scam: Tricking the user into forwarding the OTP they receive to the
fraudster's number, often by claiming it is needed for "verification” or "cancellation of a
transaction,”

Preventive Measures:

o For Users:

o The Golden Rule: NEVER share your OTP, UPI PIN, CVV, Card PIN, or
password with ANYONE. No legitimate organization will ever ask for this.

o Verify the sendet’s details of any SMS or email. Banks use specific sender IDs
(e.g., "AB-Bank”").

o Do not click on links in unsolicited emails or SMS. Manually type the website
address into your browser.

o Download apps only from official app stores (Google Play Store, Apple App
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Store).

o Check app reviews and developer details before downloading.

o Regularly monitor your bank and UPI app for unauthorized transactions.

o Register for SMS and email alerts for all transactions.

o Use a secondary, low-balance account for everyday UPI transactions.

o If you receive a call from your "bank,” hang up and call back on the official
customer care number printed on your card or statement.

o For Businesses/Payment Providers:

o Implement robust customer education programs.

o Use advanced fraud detection systems that analyze transaction patterns for
anomalies.

o  Enforce strong authentication (MFA) for high-value transactions.

o Ensure clear and secure communication channels with customers.

12. RBI Guidelines on Digital Payments and Customer Protection

The RBI's circular on "Customer Protection — Limiting Liability of Customers in Unauthorised
Electronic Banking Transactions” (July 6, 2017) is a cornerstone of consumer protection. Key
provisions:

+ Reporting Timeline is Crucial: The customer’s liability depends on how quickly they
report the fraudulent transaction to the bank.

o Zero Liability of Customer:

o If the fraud is due to a deficiency in the bank's system (e.g., a data breach at the
bank's end).

o If the fraud is a third-party breach where the customer is not at fault (and the
deficiency is not with the bank).

o Condition: The customer must report the transaction within 3 working days of
receiving the communication from the bank.

o Limited Liability of Customer:

o R10,000: If the unauthorized transaction is reported within4 to 7 working
days of receiving the communication from the bank.

o Beyond 7 days: The customer’s liability will be determined as per the bank’s
policy, which must be fair and transparent.

o Customer Negligence: If the loss is due to the customer's negligence (e.g., sharing
credentials, failing to secure phone), the customer will bear the entire loss until the time
of reporting.

« Bank's Obligation:

o Banks must credit the amount involved in the unauthorized electronic
transaction back to the customer's account within 10 days of reporting.

o Banks cannot hold the customer liable for unauthorized transactions without
proving customer negligence.

o Banks must have a robust mechanism for reporting unauthorized transactions

24x7 (e.g., toll-free number, dedicated email, SMS helpline).
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13. Relevant Provisions of Payment and Settlement Systems Act, 2007
The PSS Act, 2007 provides the legal basis for the regulation and supervision of payment systems
in India and designates the RBI as the authority for this purpose.

o Section 4: Authorization of Payment Systems: This is the core of the Act. It states
that no person can operate a payment system in India unless authorized by the RBL
This gives the RBI complete control over who can set up and operate payment systems,
ensuring they meet strict criteria for safety, security, and efficiency.

o Section 10: Power to determine standards: The RBI can prescribe formats, security
procedures, timings, and rules for the operation of any payment system. This power
allows the RBI to standardize systems like UPI and NEFT for seamless operation.

o Section 17: Power to issue directions: The RBI can issue directions to any person or
entity participating in a payment system. This includes banks, non-bank PSPs, and
system participants. These directions are binding,

o Section 18: Regulation and Supervision by RBI: This section empowers the RBI to
regulate and supervise all payment systems and can call for any information, returns, or
documents from them. It can also conduct audits and inspections.

o Section 23: Penalties: It prescribes penalties for contravening the provisions of the Act.
If a person operates a payment system without authorization, they can be punishable
with imprisonment and/or a fine.

o Section 31: Settlement Finality: This is a critical provision. It states that once a
settlement (the transfer of funds) is done under the rules of a payment system, it shall
be final and irrevocable. This provides legal certainty and reduces systemic risk.

Impact: The PSS Act has been instrumental in creating a safe, secure, and legal environment for
innovation in the payments space. It is the enabling legislation behind the establishment of the
National Payments Corporation of India (NPCI) and the rollout of modern systems like UPI,
IMPS, and NACH.
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